ISO 27001 Transition

Description

ISO 27001 Transition: evolving towards better information security management

The transition to the new ISO 27001 Transition standard is crucial for any company seeking to strengthen its
information security management system (ISMS). This training helps you understand in-depth the updates and
differences between the ISO/IEC 27001:2013 standard and the revised ISO/IEC 27001:2022 version. The goal
is to ensure compliance with new cybersecurity and data protection requirements.

Adapt your organization to the requirements of ISO/IEC 27001:2022

The ISO 27001 Transition course guides you through the implementation of the new concepts in the standard.
You will learn how to effectively adapt your ISMS to the revisions, especially those regarding the Annex A
controls, which are crucial for ensuring information security. By obtaining this certification, you will demonstrate
your ability to lead a compliant and secure transition while anticipating cybersecurity risks.

Course Content
Module 1: Introduction to 1ISO 27001:2022 and comparison to ISO 27001:2013

Training course objectives and structure

Standards and regulatory frameworks

Overview of the changes between ISO 27001:2013 and 1SO 27001:2022
Changes in clauses 4 to 10 of ISO 27001

Module 2: Comparison between Annex A controls of ISO 27001:2013 and 1SO 27001:2022

Annex A - Organizational controls
Annex A - People controls

Annex A - Physical controls
Annex A - Technological controls
Closing of the training course

Documentation
¢ Official PECB digital course material

Exam
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e This course prepares you to the ISO/IEC 27001 Transitionr exam. If you wish to take this exam, please
contact our secretariat who will let you know the cost of the exam and will take care of all the necessary
administrative procedures for you

¢ Certification and examination fees are included in the price of the training course

¢ In case candidates fail the exam, they can retake it within 12 months following the initial attempt for free

Participant profiles

Individuals seeking to remain up-to-date with ISO 27001 requirements for an ISMS

Individuals seeking to understand the differences between ISO 27001:2013 and ISO 27001:2022
requirements

Individuals responsible for transitioning an ISMS from ISO 27001:2013 to ISO 27001:2022
Managers, trainers, and consultants involved in maintaining an ISMS

Professionals wishing to update their ISO 27001 certificates

Prerequisites

¢ Participants who attend this training course need to have a fundamental understanding of information
security concepts and ISO 27001 requirements

Objectives

¢ Explain the differences between ISO 27001:2013 and ISO 27001:2022
¢ Interpret the new concepts and requirements of ISO 27001:2022
¢ Plan and implement the necessary changes to an existing ISMS in accordance with ISO 27001:2022

Description

ISO 27001 Transition certification training
Niveau

Intermédiaire

Classroom Registration Price (CHF)
1960

Virtual Classroom Registration Price (CHF)
1860

Duration (in Days)

2

Reference

ISO-27001TR
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