Computer Security Awareness
Description

This half-day training will allow participants to acquire essential concepts while being aware of IT security
management.

Course Content

Module 1: Importance of IT security awareness: key figures and risks for companies Module 2: Who are
the criminals targeting and why? Module 3: Techniques Used By Cybercriminals Module 4: Simple rules
to follow

o Apply operating procedures

o Imperatively comply with the rules for the use of IT means set out in the IT Charter
Handle documents and emails containing confidential information in accordance with their sensitivity
classification levels

o Apply good IT security practices

¢ Protect your identity

¢ Protect your data

e Secure your emails

o Access the Internet securely
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How to work outside?

Rules to apply to the use of Removable Media (CDs, DVDs, USB devices, ...)
IT law and security

Manage Security Incidents

Documentation
¢ Digital courseware included
Participant profiles
¢ Users of their company's information system
Prerequisites
e No prerequisites
Objectives

e Create an IT Security culture within the company
¢ Publicize IT security risks and understand the main solutions implemented in the company
¢ Understand Information Security needs for the whole company

Niveau

Fondamental

Classroom Registration Price (CHF)

600

Virtual Classroom Registration Price (CHF)
575

Duration (in Days)
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