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ISO/IEC 27002 Foundation

Description

Why enroll in the ISO/IEC 27002 Foundation course?

Information security has become a top priority for companies aiming to protect their sensitive data. The ISO/IEC
27002 Foundation course provides the keys to understanding best practices in IT security, based on the ISO
27002 standard. You will learn how to implement concrete measures to ensure information security while
exploring the correlations with other ISO standards. This training not only helps you gain essential skills but also
prepares you for the official PECB certification exam. Whether you are a consultant, manager, or security
professional, this course offers a solid foundation to manage information security risks effectively.

Earn your ISO/IEC 27002 Foundation certification

By taking the ISO/IEC 27002 Foundation course, you will develop expertise in implementing information security
measures. This internationally recognized training is essential for those who wish to master the requirements of
the ISO 27002 standard. Additionally, you will be able to sit for the PECB-certified exam to validate your
knowledge and boost your career in cybersecurity. By the end of the course, you will have all the necessary
skills to apply these best practices within your organization.

Course Content
Module 1: Fundamentals

¢ Introduction to the ISO/IEC 27002 standard
e Correlations with other ISO standards
¢ Definition of Information Security Management System (ISMS)

Module 2: Security measures

¢ Implementing information security measures
¢ Approaches and methods based on the ISO/IEC 27002 standard
¢ Techniques to ensure information security

Documentation
¢ Digital course material included

Exam
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e This course prepares you to the ISO/IEC 27002 Foundation exam. If you wish to take this exam, please
contact our secretariat who will let you know the cost of the exam and will take care of all the necessary
administrative procedures for you

¢ Certification and examination fees are included in the price of the training course

¢ In case candidates fail the exam, they can retake it within 12 months following the initial attempt for free

Participant profiles

Information security consultants

Information systems security managers

Professionals seeking to deepen their cybersecurity expertise
Managers responsible for managing IT risks

Prerequisites

¢ Basic understanding of IT systems
¢ General knowledge of cybersecurity
e Familiarity with risk management concepts

Objectives

Understand the fundamentals of the ISO/IEC 27002 standard
Apply best practices in information security

Correlate ISO/IEC 27002 with other ISO standards
Implement security measures

Interpret organizational and technological security measures
Prepare for the PECB ISO/IEC 27002 Foundation exam

Description

Preparatory training for ISO/IEC 27002 Foundation certification
Niveau

Fondamental

Classroom Registration Price (CHF)

1960

Virtual Classroom Registration Price (CHF)
1860

Duration (in Days)

2

Reference

ISO-27002FO
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