
ISO/IEC 27002 Lead Manager

Description

Master security practices with ISO 27002 Lead Manager

The ISO 27002 Lead Manager training offers you a unique opportunity to develop your information security
management skills. With this certification, you will learn how to implement security measures in compliance with
the ISO 27002 standard, an international reference for best practices. This course is designed to help you
master the tools necessary to ensure effective and secure data management in your organization.

In today’s world, cybersecurity is a critical concern. The ISO 27002 standard enables you to support your
company in establishing robust and reliable security policies. Throughout the training, you will be guided by
experts and prepared to achieve the ISO/IEC 27002 Lead Manager certification, a sought-after title in the
industry.

Course Content
Module 1: Introduction to ISO/IEC 27002 standard

General overview of the standard
Importance of information security

Module 2: Roles and responsibilities in information security

Managing people-related security measures
Physical security measures

Module 3: Information security assets

Access controls
Protection of information systems and networks

Module 4: Information security incident management

Security testing
Monitoring security measures

Module 5: Certification exam
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Preparation for the ISO/IEC 27002 Lead Manager exam

Documentation

Digital course materials included

Exam

This course prepares you to the ISO/IEC 27002 Lead Manager exam. If you wish to take this exam,
please contact our secretariat who will let you know the cost of the exam and will take care of all the
necessary administrative procedures for you
Certification and examination fees are included in the price of the training course
In case candidates fail the exam, they can retake it within 12 months following the initial attempt for free

Participant profiles

Information security managers
Cybersecurity consultants
Compliance and risk managers
IT professionals
Security team members

Prerequisites

Basic knowledge in cybersecurity
Familiarity with ISO/IEC 27001 and 27002 standards
Understanding of Information Security Management Systems (ISMS)
Experience in risk management
Project management skills

Objectives

Master the concepts of information security
Apply security measures according to ISO 27002
Manage information security incidents
Oversee the implementation of security policies
Understand the relationship between ISO 27001 and ISO 27002
Prepare the organization for ISO 27002 certification

Description
Training to prepare for ISO/IEC 27002 Lead Manager certification
Niveau
Intermédiaire
Classroom Registration Price (CHF)
4900
Virtual Classroom Registration Price (CHF)
4650
Duration (in Days)
5
Reference
ISO-27002LI
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