
Implement scalable database solutions using Azure SQL (DP-
300)

Description

Database administration in the cloud represents a major challenge for businesses today. Microsoft Azure SQL
has become an essential solution for effectively managing your data infrastructures. This DP-300 training
supports you in fully mastering Azure SQL administration.

A recognized certification training

This comprehensive program prepares you for the DP-300 exam. You will develop the technical skills necessary
to administer SQL Server databases in Azure. The training covers all scenarios: cloud, hybrid, and on-premises.
You will learn to configure, secure, and optimize your data environments.

The content is structured around practical and progressive modules. Each section addresses concrete issues
encountered by professionals. Hands-on exercises consolidate your learning throughout the course. You will
directly work with Azure SQL Database and Azure SQL Managed Instance tools.

Course Content
Module 1: Prepare for SQL Server database maintenance on Azure

Explore the role of a database administrator on Azure
Describe SQL Server-based offerings in Azure
Describe the roles of the Microsoft intelligent data platform
Understand SQL Server in an Azure virtual machine
Design an Azure SQL Database for cloud-native applications
Explore Azure SQL Managed Instance

Module 2: Deploy IaaS solutions with Azure SQL

Configure virtual machine sizing, storage, and network options
Ensure adequate performance for database workloads
Explain IaaS options for deploying SQL Server in Azure
Understand hybrid scenarios
Explore performance and security
Explain high availability and disaster recovery options
Provision a SQL Server instance on an Azure virtual machine

Module 3: Deploy PaaS solutions with Azure SQL

Provision and deploy Azure SQL Database and Azure SQL Managed Instance
Select appropriate options when migrating to the SQL PaaS platform
Explain PaaS options for deploying SQL Server in Azure
Explore a single SQL database
Deploy an elastic pool of SQL databases
Understand a hyperscale SQL database
Examine an Azure SQL managed instance
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Deploy an Azure SQL database

Module 4: Migrate SQL Server workloads to Azure SQL Database

Explore different migration tools
Migrate SQL Server databases to Azure SQL Database
Choose the right Azure SQL Database feature
Use the Azure SQL migration extension to migrate to Azure SQL Database
Explore the Data Migration Assistant to migrate to Azure SQL Database
Migrate to an Azure SQL database using BACPAC
Use an online method to migrate to Azure SQL Database
Move data to Azure SQL Database
Migrate a SQL Server database to Azure SQL Database

Module 5: Migrate SQL Server workloads to Azure SQL Managed Instance

Explore different migration tools
Migrate SQL Server databases to Azure SQL Managed Instance
Evaluate migration scenarios
Use Log Replay Service (LRS) to migrate
Migrate using a Managed Instance link
Move data to SQL Managed Instance
Migrate a SQL Server database to Azure SQL Managed Instance

Module 6: Configure database authentication and authorization

Contrast authentication using Microsoft Entra ID and SQL Server authentication
Implement different security principals
Configure permissions
Describe authentication and identities
Describe security principals
Describe database and object permissions
Identify authentication and authorization failures
Authorize access to Azure SQL Database with Microsoft Entra ID

Module 7: Protect data in transit and at rest

Explore encryption options available in Azure SQL
Configure firewall rules, Always Encrypted, and Transport Layer Security
Understand how SQL injection works
Explore Transparent Data Encryption
Configure server and database firewall rules
Explain object encryption and secure enclaves
Enable encrypted connections
Describe SQL code injection
Understand Azure Key Vault
Configure a server-based firewall rule from the Azure portal

Module 8: Implement compliance controls for sensitive data

Explore data classification features and sensitivity levels
Implement security options to ensure private data security
Discover data classification
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Explore server and database auditing
Implement dynamic data masking
Implement row-level security
Understand Microsoft Defender for SQL
Explore the ledger
Implement Microsoft Purview
Enable Microsoft Defender for SQL and data classification

Module 9: Describe performance monitoring

Compare Azure and on-premises tools for monitoring and measuring performance
Determine critical metrics
Understand the purpose of a baseline for benchmarking
Configure extended event sessions for activity tracking
Describe performance monitoring tools
Describe critical performance metrics
Establish baseline metrics
Explore extended events
Describe database watcher (preview)
Explore Query Performance Insight
Isolate monitoring issues

Module 10: Configure SQL Server resources for optimal performance

Choose the appropriate size and storage options for Azure SQL databases
Configure server resources such as tempdb
Understand the use of Resource Governor
Explain how to optimize Azure storage for SQL Server virtual machines
Describe virtual machine resizing
Optimize database storage
Control SQL Server resources

Module 11: Configure databases for optimal performance

Implement tasks for IaaS and PaaS to manage indexes and statistics
Explore the automatic tuning feature of Azure SQL Database
Control database-level configuration options
Explore intelligent query processing
Explore database maintenance checks
Describe database-specific configuration options
Describe automatic tuning
Describe intelligent query processing
Detect and correct fragmentation issues

Module 12: Explore query performance optimization

Discover the different forms of execution plans
Compare estimated plans to actual plans
Discover how and why plans are generated
Discover the purpose and benefits of the Query Store
Understand query plans
Explain estimated query plans and actual query plans
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Describe dynamic management views and functions
Explore the Query Store
Identify problematic query plans
Describe blocking and locking
Identify and resolve blocking issues

Module 13: Explore performance-based database design

Explore normalization of relational databases
Investigate the impact of using correct data types
Compare index types
Describe normalization
Choose appropriate data types
Design indexes
Identify database design issues

Module 14: Evaluate performance improvements

Evaluate changes that can be made to indexes
Determine the impact of changes made to queries and indexes
Explore Query Store hints
Explain wait statistics
Tune and manage indexes
Understand query hints
Explore performance scenarios
Isolate problem areas in poorly performing queries

Lab / Exercises

This course provides you with exclusive access to the official Microsoft lab, enabling you to practice your
skills in a professional environment.

Documentation

Accès à Microsoft Learn, la plateforme d'apprentissage en ligne Microsoft, offrant des ressources
interactives et des contenus pédagogiques pour approfondir vos connaissances et développer vos
compétences techniques.

Exam

This course prepares you to the DP-300: Azure Database Administrator Associate

Participant profiles

Database administrators
Data professionals and analysts
Data architects
Application developers
System and cloud engineers
Microsoft technology consultants

Prerequisites

Basic knowledge of relational database administration
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General understanding of cloud concepts and Azure services
Familiarity with SQL language and basic queries

Objectives

Administer a SQL Server infrastructure on Microsoft Azure
Deploy IaaS and PaaS solutions with Azure SQL
Migrate databases to Azure SQL Database and Managed Instance
Configure database security and authentication
Optimize query and resource performance
Implement high availability and disaster recovery
Monitor and diagnose performance issues
Protect sensitive data with Azure tools

Description
Implement scalable database solutions using Azure SQL Training (DP-300)
Niveau
Intermédiaire
Classroom Registration Price (CHF)
3200
Virtual Classroom Registration Price (CHF)
3000
Duration (in Days)
4
Reference
DP-300T00
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